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Transport Layer Security (TLS)

I The world’s most used security protocol
I The “S” in HTTPS, FTPS, SMTPS, ...
I > 50% of Chrome and Firefox page loads are over HTTPS1

I Protects communication between a client and server at the
transport layer (end-to-end)

I However, TLS is not a privacy protocol!

In Phil’s words: TLS is crypto for security

1
https://security.googleblog.com/2016/11/heres-to-more-https-on-web.html
https://twitter.com/0xjosh/status/786971412959420424
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TLS Handshake
Client Server

ClientHello

ServerHello
Certificate
key_share (gy )
CertificateVerify
CertificateRequest?

key_share (gx )
Certificate?

CertificateVerify?

Finished

Finished

Application Data Application Data

? – only sent when using client authentication
I – encrypted under the final traffic key tk ← H(gxy )
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TLS Record Layer

I Actual bits sent on the wire
I Each record is tagged with a content type:

I Application
I Handshake
I Alert
I ChangeCipherSpec

I Key from handshake is used to encrypt data
I But the tags are not encrypted
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TLS 1.3

I Currently under development/standardization by IETF
I Aimed at improving the security and efficiency of TLS 1.2
I Deprecates broken ciphersuites
I Mandates∗ forward secrecy
I 0-RTT data

I What about privacy?

I TLS (≤ 1.2) supports anonymous key exchange
I TLS 1.3 does not – a problem?
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TLS Working Group Charter

Main design goals
I Develop a mode that encrypts as much of the handshake as is

possible to reduce the amount of observable data to both
passive and active attackers.

I ...
I ...
I The WG will consider the privacy implications of TLS 1.3 and

where possible (balancing with other requirements) will aim to
make TLS 1.3 more privacy-friendly, e.g. via more consistent
application traffic padding, more considered use of long term
identifying values, etc.
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Current RFC version (draft 18)

Appendix D.1 (Handshake protocol)

I Protection of endpoint identities. The server’s identity
(certificate) should be protected against passive attackers.
The client’s identity should be protected against both passive
and active attackers.

Appendix D.2 (Record protocol)

I Length concealment. Given a record with a given external
length, the attacker should not be able to determine the
amount of the record that is content versus padding.
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TLS 1.2 Handshake
Client Server

ClientHello

ServerHello
Certificate
key_share (gy )
CertificateVerify
CertificateRequest?

key_share (gx )
Certificate?

CertificateVerify?

Finished

Finished

Application Data Application Data

? – only sent when using client authentication
I – encrypted under the final traffic key tk ← H(gxy )
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TLS 1.3 Handshake
Client Server

ClientHello
key_share (gx )

ServerHello
key_share (gy )
Certificate
CertificateVerify
CertificateRequest?

Finished
Certificate?

CertificateVerify?

Finished

Application Data Application Data

? – only sent when using client authentication
I – encrypted under intermediate unauthenticated key hs ← H1(gxy )
I – encrypted under the final authenticated traffic key tk ← H2(gxy )
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TLS 1.3 Record Layer

I Mostly similar to TLS 1.2 and below (including padding)
I But tags are now encrypted under the traffic key
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Can TLS Provide Privacy?

Something always leaks...
I DNS-queries
I IP-addresses
I Packet lengths
I Bandwidth usage
I Total download (or upload) time

Countermeasures
I Padding of plaintext

I per packet random
I per session random
I all to MTU
I other

I Send dummy data
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Are Traffic Analysis Countermeasures Effective?



12/13

Are Traffic Analysis Countermeasures Effective?



12/13

Are Traffic Analysis Countermeasures Effective?



12/13

Are Traffic Analysis Countermeasures Effective?



13/13

The End

Thank you!
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